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1
KEY FOB DONGLE

CROSS REFERENCE TO RELATED
APPLICATION(S)

This application claims the benefit of U.S. application Ser.
No. 14/512,852, filed on Oct. 13, 2014, which claims the
benefit of U.S. provisional application No. 61/889,898 filed
Oct. 11, 2013, both of which are incorporated by reference as
if fully set forth.

BACKGROUND

Cars increasingly require a programmable key fob for key-
less entry. The programmable key fob contains codes that are
specific to a car’s onboard computer. If the programmable key
fob is lost, the usual source for acquiring a new one is through
the dealership. The dealership has the capabilities, including
the required programmer, to tap into the car’s onboard com-
puter and program a new key fob. Because the dealership
programmer includes many extraneous functions besides
being able to program the programmable key fob, the dealer-
ship performs this function at an extremely high cost to the
consumer and the procedure is time consuming. There is a
need for a programmable key fob that can be programmed by
a consumer using a lower cost programmer tool.

SUMMARY

Disclosed herein is an improvement in the methods and
systems used to configure electronic components and mod-
ules for a vehicle. A low cost programmer tool, or key fob
dongle, may be useful for managing devices coupled to a
vehicle’s communication network.

A dongle and method for using it are disclosed. The dongle
is configured to support a method where the dongle is inserted
into a vehicle’s on-board diagnostic (OBD)-II connector,
transmits a communication detection request to the OBD-II
connector, and beeps a predetermined amount of times in
response to the communication detection request, whereby
the predetermined amount of beeping identifies a vehicle
communication protocol.

Disclosed herein is vehicle specific dongle and an
improved method or system for configuring electronic com-
ponents and modules to the vehicle. A low cost programmer
tool, key fob dongle, or dongle may be configured to manage
multiple devices coupled to the vehicle communication net-
work.

The scan tool method of synchronizing Keyless Entry
Transmitters to a vehicle’s receiver used by the dealer, is
replaced with a vehicle specific, limited use OBD-II program-
mer, or dongle. The key fob dongle, when connected directly
to a vehicle OBD-II connector (Data Link Connector), in a
vehicle network port, initiates a process of registering a maxi-
mum number (for example, four) of remote wireless keyless
entry transmitters.

The key fob dongle is a low cost alternative and solution to
procedures that previously required the use of a scan tool. It
enables key fobs to be paired to a keyless entry receiver of a
vehicle by a consumer rather than through an Original Equip-
ment Manufacturer (OEM) Tester.

BRIEF DESCRIPTION OF THE DRAWINGS

A more detailed understanding may be had from the fol-
lowing description, given by way of example in conjunction
with the accompanying drawings wherein:
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FIG. 1 is an example system block diagram of the key fob
dongle;

FIG. 2 is an example software flow diagram;

FIG. 3 is an example view of the key fob dongle enclosure;

FIG. 4 is an example of the electronics inside the key fob
dongle;

FIG. 5 is an example of a programmer software flowchart;

FIG. 6 is an example of an in-vehicle network CAN BUS;
and

FIG. 7. Is an example of an in-vehicle network OBD-II
diagram.

DETAILED DESCRIPTION

This invention is described in the following description
with reference to the Figures, in which like reference numbers
represent the same or similar elements.

An example of a method of operation includes the follow-
ing steps. First there is provided a dongle with a specific
vehicle application than can initiate an automatic detection of
vehicle communication interfaces. For a given vehicle appli-
cation, a maximum number (for example, four) of communi-
cation systems may be enabled in the key fob dongle to
transmit and receive data in accordance with standard com-
munication protocols developed for onboard diagnostics
(OBD)-II systems such as ISO15765-4 CAN (Both High
Speed and Single Wire CAN), ISO 9141-2 (K-Line),
KW2000 and J1850 (Both VPW and PWM variations). Next,
the onboard computer identifies modules coupled to the
vehicular communication network, for example, the key fob
dongle. Then, the specifically configured key fob dongle can
enter the particular use mode to initiate or enable installation
of required data to the replacement part, for example a pro-
grammable key fob.

In-vehicle networking is a method for transferring data
between electronic modules via a serial data BUS. The Soci-
ety Automotive Engineers (SAE) standards include the fol-
lowing three categories of in-vehicle network communica-
tions: Class A, Class B, and Class C. Class A may be low
speed (less than 10 Kb/s) and used for convenience features,
such as entertainment. Class B may be medium speed (be-
tween 10 and 125 Kb/s) and used for general information
transfer, such as emission data and instrumentation. Class C
may be high speed (greater than 125 Kb/s) and may be used
for real-time control, such as traction control, brake by wire,
and the like.

All cars and light trucks built for sale in the United States
after 1996 are required to be OBD-II compliant. There are five
OBD-II protocol types in use: J1850 PWM, J1850 VPW, ISO
9141-2, ISO 14230 KWP2000, and ISO 15765 CAN. Each
protocol differs electrically and by communication format.
The key fob dongle must be compatible with the vehicle
specific protocol in order to communicate with the OBD-I1 of
the vehicle.

FIG.1isablock diagram depicting the operation of the key
fob dongle. The key fob dongle 100 includes a processor 101
that is connected to the three interfaces 102, 103, and 104. The
first interface 102 is a High Speed Control Area Network
(HSCAN) interface. Controller Area Network (CAN) was
designed for automotive applications needing high levels of
data and data rates of up to 1 Mbit/s. In 2006 over 70% of all
automobiles sold in North America utilized CAN BUS tech-
nology. Beginning in 2008, the SAE required 100% of the
vehicles sold in the USA to use the CAN BUS communica-
tion protocol. CAN messages have a specified structure dic-
tated by CAN standards. CAN networks have rules for deal-
ing with colliding messages when two modules begin
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transmitting messages at the same time. HSCAN is classified
as a Class C network for both vehicle network and diagnostic
communication.

The second interface 103 is a Single Wire CAN (SWCAN)
interface. SWCAN is classified as a Class B network for both
vehicle network and diagnostic communication. A CAN
physical layer (developed by General Motors) uses only one
wire at all times that limits its speed performance to 33.33
kbit/s.

The third interface 104 is a J1850 interface. This is the SAE
standard for Class A and Class B (slow and medium speed)
networks. It is a combination of Ford’s SCP and General
Motors® Class 2 protocol. As J1850 developed from two
proprietary protocols, there are two alternative J1850 proto-
cols: 41.6 Kb/s with pulse width modulation and 10.6 Kb/s
with variable pulse width. J1850 10.4 VPW is used by Gen-
eral Motors, which internally calls this protocol Class 2. Class
2 is atrue network protocol that incorporates BUS arbitration.
Class 2 is used for both vehicle network and diagnostic com-
munication.

Each of the three interfaces 102, 103, and 104 connects to
a vehicle OBD-II connector 105. The vehicle OBD-II con-
nector 105 is part of the car’s onboard computer. Connecting
the dongle 100 to the vehicle OBD-II connector 105 estab-
lishes access to the codes necessary to program a replacement
part, such as a programmable key fob. Once the dongle 100 is
connected to the vehicle OBD-II connector 105, a signal is
transmitted back to the processor 101 through one of the three
interfaces 102, 103, and 104. That signal is transmitted to the
processor 101 and indicates to the user either by the LED light
107 or by the buzzer 106 that the key fob dongle 100 is ready
to start programming the programmable part.

The dongle automatically detects a vehicle communication
protocol once it has been inserted into the OBD-II connector.
The classification of communication protocol can be detected
through the buzzer sound once it has been inserted into the
OBD-II connector. If the buzzer beeps 3 times, the commu-
nication protocol for the key fob learning method is J1850. If
the buzzer beeps 2 times, the communication protocol is
SWCAN. If the buzzer beeps once, the communication pro-
tocol is HSCAN. Once the communication has been estab-
lished, the learning process can begin.

As soon as the learning process is ready, the user should
Press and hold the LOCK and UNLOCK buttons simulta-
neously on the key fob for 10 seconds. After learning is
completed either the instrument cluster in the car or the
dongle will give an audible sound, confirming the new part or
component has been paired. The same procedure will be
applied to the next key fob or component.

In the preferred device, it programs a maximum number of
key fobs in one session. A two minute time-out period is set
per session with an audible indication alerting the user to the
remove device from the OBD-II connector. The preferred
dongle has a counter that limits the number of sessions
allowed with the dongle.

FIG. 2 is an exemplary software flow diagram for using the
dongle to program a key fob. In FIG. 2, the dongle 201 sends
acommunication detection request 203 to the vehicle OBD-II
connector 202. The vehicle OBD-II connector 202 sends a
communication detection response 204 to the dongle 201.
The dongle 201 sends an initiate key fob learning mode
request 205 to the vehicle OBD-II connector 202. The vehicle
OBD-II connector 202 sends an initiate learning mode
response 206 to the dongle 201.

The dongle 201 sends periodic messages 207 to the vehicle
OBD-II connector 202 to keep the key fob in learning mode
for every 100 ms or 2 seconds. On a first key fob, Key Fob 1,
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the LOCK and UNLOCK buttons are pressed simultaneously
for 10 seconds 208 communicating with the vehicle OBD-II
connector 202. The vehicle OBD-II connector 202 sends a
Key Fob 1 learnt response 209 to the key fob dongle 201.

On a second key fob, Key Fob 2, the LOCK and UNLOCK
buttons are pressed simultaneously for 10 seconds 210 com-
municating with the vehicle OBD-II connector 202. The
vehicle OBD-II connector 202 sends a Key Fob 2 learnt
response 211 to the key fob dongle 201.

On a third key fob, Key Fob 3, the LOCK and UNLOCK
buttons are pressed simultaneously for 10 seconds 212 com-
municating with the vehicle OBD-II connector 202. The
vehicle OBD-II connector 202 sends a Key Fob 3 learnt
response 213 to the key fob dongle 201.

On a fourth key fob, Key Fob 4, the LOCK and UNLOCK
buttons are pressed simultaneously for 10 seconds 214 com-
municating with the vehicle OBD-II connector 202. The
vehicle OBD-II connector 202 sends a Key Fob 4 learnt
response 215 to the key fob dongle 201. After the last key fob,
Key Fob 4, is learned, the user can remove the key fob dongle
201 from the vehicle OBD-II connector 202.

FIG. 3 is an example view of the key fob dongle enclosure.
Thekey fob dongle 301 includes a speaker 302 that allows the
user to hear the audible indicator when the dongle is ready for
user interaction. The speaker 302 may also be used for pro-
viding verbal instructions or indicators. The dongle 301 also
includes an LED 303 that allows the user to see the light
indicator when the key fob dongle is ready for user interac-
tion. The key fob dongle 301 has a housing 304 that includes
a top casing 304(a), a bottom casing 304(5), and a connector
casing 304(c). The key fob dongle 301 also includes a circuit
board 305 (shown in further detail in FIG. 4) that sits within
the housing 304. A connector 306 sits within housing 304 and
is used to connect the key fob dongle to the vehicle OBD-II
connector.

FIG. 4 is an example of the electronics inside the key fob
dongle. The functionality of the Printed Circuit Board (PCB)
is to provide the necessary hardware/software and OBD-II
compliant interfaces to communication with the vehicle
OBD-II protocols. One design goal was to select the least
expensive components that provide the vehicle interfaces
required for a line of vehicle makes and models. Another
design goal was to optimize the layout of the components to
fit the PCB in a small in a 2.5 inch by '5 inch space. Another
key fob dongle design criteria was to be compliant with the
vehicles specific protocol in order to communicate the nec-
essary message frames.

The PCB 400 of FIG. 4 includes a power section 401, an
indicator section 402, a micro controller section 403, a J1850
section 404, an SWCAN section 405, and a HSCAN section
406.

The power section 401 regulates to 5 Vdc to drive the
microcontroller. The Input power is from OBD-II connector
Pin 16—Un-switched Battery+and Power Ground is from
OBD-II Pin 4—Chassis Ground. The 5 Vdc regulated power
is used for Microcontroller and other peripheral integrated
circuits (ICs). The power regulator provides current and pro-
tective functions against over temperature and reverse volt-
age.
The indicator section 402 includes the LED and buzzer.
The LED and Buzzer provide visual and audio indication for
the user to have easier representation of steps necessary in
programming the key-fobs. The key indications are informa-
tion about the Identity of the vehicle protocol and status of a
pairing/learning sequence of each key-fob.

The micro controller section 403 includes a Main Control-
ler Unit (MCU). The MCU used in the design is automotive
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compliant and minimizes the overall cost of the system while
still fulfilling the system specification, for example, perfor-
mance, reliability, environmental, and the like. The MCU is
responsible for the application logic execution with respect to
the user requirements and controls the [/O devices connected.
The MCE is also responsible for the execution of a sequence
of messages based on vehicle identification and user input
(Key-fob button press and Vehicle Lock Actuations) to pair
with a number of key-fobs. The selected MCU has sufficient
1/0O pins, necessary peripherals and is powered by a 5 Vdc
voltage regulator.

The J1850 section 404 consists of a comparator IC and is
connected to the Microcontroller timer capture pin. The com-
parator compares the received signal and converts to 5V logic
to microcontroller. The Microcontroller captures the signal
and forms the datato process J1850 protocol logic. The J1850
BUS lines are at OBD-II connector Pin 2—1J1850 High and
Pin 10—J1850 Low.

The SWCAN section 405 uses an SWCAN transceiver IC
to transmit and receive the data between the Microcontroller
and Vehicle OBD-II port. The SWCAN works at the rate of
33.33 kbps baud. The SWCAN BUS line is at OBD-II con-
nector Pin 1-—SW CAN.

The HSCAN section 406 uses an HSCAN transceiver IC to
transmit and receive the data between microcontroller and the
Vehicle OBD-II port. The HSCAN works at the rate of 500
kbps baud. The HSCAN BUS lines are at OBD-II connector
Pin 6—CAN High and Pin 14—J1850 CAN Low.

FIG. 5 is an example of a programmer software flow chart.
The software architecture consists of an OS Section, an Inter-
rupt handling Section, a CAN Configuration, a J1850 Con-
figuration, and an Application layer section. The OS Section
is the heart-beat of the controller and generates every 1 ms
timer count to operate the microcontroller. The Interrupt han-
dling section receives the data and service the application
layer without any delay. The CAN Configuration section is
used to configure all CAN mail boxes and sets the required
baud rate to receive and transmit the CAN data. The J1850
Configuration configures the timer capture input for reception
and configures another port as output to transmit the data. It
configures the baud rate settings and checks the CRC error
check. The Application layer section follows the communi-
cation configuration and automatically detects the Vehicle
communication protocol once it has been inserted to the
OBD-II port. The classification of communication protocol
can be detected through the buzzer sound once it has been
inserted into the OBD-II port. The Learning Procedure is
initiated after the user presses and holds the LOCK and
UNLOCK buttons simultaneously in the key fob for 10 sec-
onds. A two minute time-out period is set per session with the
buzzer indication to alert the user to remove programmer tool
from OBD-II port. The key fob dongle has a built in counter
to limit the number of sessions allowed and is a disposable
device.

In FIG. 5, the process starts by starting the clock configu-
ration 501, the port configuration 502, the OS configuration
503, the CAN configuration 504, and the J1850 configuration
505. The key fob dongle is then checked 506 to determine if
it was already used by a customer. On a condition that the key
fob dongle has already been used, then the process stops 507.
On a condition that the key fob dongle has not already been
used, then a J1850 auto detect command request may be sent
508. It is then determined if a J1850 auto detect command
response is received 509.

On a condition that the J1850 auto detect command
response is not received, a SWCAN auto detect command
request is sent 510. It is then determined if a SWCAN auto

10

15

20

25

30

35

40

45

50

55

60

65

6

detect command response is received 511. On a condition that
the SWCAN auto detect command response is not received, a
HSCAN auto detect command request is sent 512. It is then
determined if an auto detect command response is received
513. On a condition that the HSCAN auto detect command is
not received, the process is stopped 514.

On a condition that the JI850/SWCAN/HSCAN auto
detect command response is received, the key fob learning
message is initiated 515 for J1850/SWCAN/HSCAN. Peri-
odic messages are then sent and received by the key fob
dongle 516. It is then determined if the key fob learn message
is received 517. On a condition that the key fob lean message
is not received, the process repeats the sending and receiving
of periodic messages 516. On a condition that the key fob
learn message is received, the process determines if up to a
maximum number of key fobs have been learnt 518. On a
condition that the maximum number of key fobs have not
been learnt, the process repeats itself by initiating a key fob
learning message for J1850/SWCAN/HSCAN 515. On a
condition that the maximum number of key fobs have been
learnt, the key fob dongle is either removed or after two
minutes a beep will sound for five seconds and the operation
stops 519.

FIG. 6 is an example of an in-vehicle network CAN BUS.
The CAN BUS 601 is connected to the engine 602, the trans-
mission 603, the instrument cluster 604, the lock window 605
and the security 606. Additionally, the CAN BUS 601 is
connected to the electronic control module (ECM) 607 and
the body control module (BCM) 608.

FIG. 7 is an example of an in-vehicle network OBD-II
diagram. In FIG. 7, a body control module (BCM) gateway
707 is connected to an HVAC control module 701, an instru-
ment panel cluster 702, (4) door modules 703, a sensing
diagnostic module 704, a memory seat module 705, and a
navigation radio 706 at a class 2. The BCM gateway 707 is
also connected to a radio 709, a VCI module 710, and a head
up display (HUD) 711 at low speed GMLAN.

The BCM gateway 707 is connected to the transmission
control module (TCM), electronic brake/traction control
(EBTCM), and vehicle communications interface module
(VCIM) (collectively 712) at a high speed GMLAN. The
TCM/EBTCM/VCIM 712 is connected to the powertrain
control module (ECM) 713. The ECM 713 is connected to the
throttle actuator 714 via UART data 1 and UART data 2. The
OBD-II 708 is connected to the BCM gateway 707 and the
TCM/EBTCM/VCIM 712

Those of ordinary skill in the art may recognize that many
modifications and variations of the above may be imple-
mented without departing from the spirit or scope of the
following claims. Thus, it is intended that the following
claims cover the modifications and variations provided they
come within the scope of the appended claims and their
equivalents.

What is claimed:

1. A programming dongle for pairing a key fob transmitter

with a vehicle’s on-board electronics, the dongle comprising:

a housing;

a connector that is connected to the housing and configured
for connecting to a vehicle’s on-board electronics
through the vehicle’s on-board diagnostic (OBD) con-
nector;

a diagnostic circuit in the housing that communicates with
the vehicle’s on-board electronics through the OBD
connector and determines a vehicle’s communication
protocol selected from a group comprised of: J1850
PWM; J1850 VPW; ISO 09141-2; ISO 14230;
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KWP2000; and, ISO 15765 CAN for wireless program-
ming a wireless key fob transmitter;

a first human recognizable signal that indicates a recogni-
tion of the vehicle’s on-board electronics protocol and
initiates an interaction with the vehicle’s on board net-
work; and,

a second human recognizable signal that indicates a com-
pleted programming of a wireless key fob transmitter;

wherein a predetermined human recognizable signal
prompts a user to simultaneously press and hold mul-
tiple functions on the wireless key fob transmitter to
program the wireless key fob transmitter;

whereby the wireless key fob transmitter is paired with the
vehicle and the vehicle’s on-board electronics are main-
tained.

2. The dongle of claim 1, wherein the first human recog-
nizable signal varies according to the vehicle’s communica-
tion protocol.

3. The dongle of claim 1, wherein the first human recog-
nizable signal indicates a J1850 vehicle communication pro-
tocol.

4. The dongle of claim 1, wherein the first human recog-
nizable signal indicates a single wire control area network
(SWCAN) communication protocol.

5. The dongle of claim 1, wherein the first human recog-
nizable signal indicates a high speed single wire control area
network (HSCAN) communication protocol.

6. The dongle of claim 1, wherein a predetermined human
recognizable signal prompts a user to simultaneously press
and hold lock and unlock functions on the key fob transmitter.

7. The dongle of claim 1, wherein a communications signal
sent through the vehicle’s on-board electronics seeks confir-
mation that the key fob is programmed to communicate with
the vehicle.

8. The dongle of claim 1, wherein the dongle connects to
the vehicle’s on-board electronic through a Data Link Con-
nector.

9. A programming dongle for a key fob transmitter, the
dongle comprising:

a housing;

aconnector that is connected to the housing and configured
for connecting to a vehicle’s on-board electronics
through the vehicle’s on-board diagnostic (OBD) con-
nector;
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a diagnostic circuit that communicates with the vehicle’s
on-board electronics through the OBD connector and
determines a vehicle’s communication protocol for
wireless programming a wireless key fob transmitter;

a signal generator that indicates a recognition of the vehi-
cle’s on-board electronics protocol and initiates an inter-
action with the vehicle; and,

a signal generator that indicates a completed programming
of a key fob transmitter.

10. The dongle of claim 9, wherein the dongle connects to
the vehicle’s on-board electronic through a Data Link Con-
nector.

11. The dongle of claim 9, wherein the dongle communi-
cates with the vehicle’s on-board electronic through a com-
munication protocol selected from a group comprised of:
J1850 PWM; J1850 VPW,; ISO 9141-2; ISO 14230;
KWP2000; and, ISO 15765 CAN.

12. A dongle for programing a key fob transmitter to a
vehicle, the dongle comprising:

aconnector that has a plurality of interfaces and mates with
a vehicle’s on-board electronics;

a diagnostic circuit that determines the vehicle’s commu-
nication protocol for its on-board electronics and a pro-
tocol for programming a key fob transmitter to the
vehicle;

a signal generator that responds to an identified protocol
and initiates an interaction between a wireless key fob
transmitter and the vehicle’s on-board electronics; and,

a signal generator that indicates successful programming
of the wireless key fob transmitter to the vehicle.

13. The dongle of claim 12, wherein the dongle mates to the

vehicle’s on-board electronic through a Data Link Connector.

14. The dongle of claim 12, wherein the dongle communi-
cates with the vehicle’s on-board electronic through a com-
munication protocol selected from a group comprised of:
J1850 PWM; J1850 VPW,; ISO 9141-2; ISO 14230;
KWP2000; and, ISO 15765 CAN.

15. The dongle of claim 12 wherein the dongle is pre-
programed for a predetermined class of vehicles.

16. The dongle of claim 15 wherein the dongle is pre-
programmed for a specific vehicle within the predetermined
class of vehicles.



